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Abstract — This paper The development of an Automated Criminal Identification System utilizing real-time
image processing marks a significant leap in facial recognition technology for law enforcement applications.
This system integrates advanced methodologies, including the Haar Cascade algorithm, to enhance the
identification and surveillance of suspects in diverse environments. By leveraging an online platform, law
enforcement agencies can monitor and identify individuals in real time, improving response times and
operational efficiency.

Performance evaluations reveal that the system achieves a high true positive rate of 92% and a false positive
rate of 5%, ensuring reliable identification and reducing the risk of misidentification. The platform's
additional features, such as user management, image filtering, and robust database maintenance, enhance its
practicality and adaptability to real-world scenarios. Its ability to process live feeds from connected cameras
and cross-reference them with a centralized criminal database demonstrates its efficiency and utility in
modern policing.

This research not only advances the current state of real-time image processing and facial recognition but
also provides a practical tool for combating crime. By laying the groundwork for future improvements,
including the integration of advanced machine learning algorithms and an expanded facial database, the
system shows potential for shaping the future of public safety and security. The findings contribute to the
broader discourse on leveraging technology to enhance law enforcement capabilities while addressing the
challenges of accuracy, scalability, and ethical deployment.

Keywords: Automated Criminal Identification System, real-time image processing, facial recognition
technology, Haar Cascade algorithm, law enforcement applications, criminal database, surveillance
systems, operational efficiency,

emphasizing the importance of each step in achieving

l. INTRODUCTION

In recent years, the rapid advancement of technology has
significantly transformed various sectors, with law

enforcement  agencies increasingly relying on
sophisticated tools to enhance their operational
efficiency. Among these technological innovations,

automated criminal identification systems utilizing real-
time image processing have emerged as a critical asset in
combating crime and ensuring public safety. The
integration of image processing techniques with artificial
intelligence (Al) facilitates the swift and accurate
identification of individuals, thereby streamlining the
investigative process and reducing the reliance on
manual methods that can be both time-consuming and
prone to human error.

The primary goal of this research is to develop a robust
automated criminal identification system that leverages
real-time image processing to identify suspects and
missing persons effectively. The system aims to analyze
and process images captured by surveillance cameras,
body-worn cameras, and other imaging devices in real-
time, allowing law enforcement agencies to respond
promptly to incidents as they occur. This thesis explores
various  methodologies for  image  acquisition,
preprocessing, feature extraction, and classification,
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high accuracy and reliability in identification.

Moreover, the thesis investigates the role of machine
learning algorithms, particularly convolutional neural
networks (CNNSs), in enhancing the identification
process. By training these algorithms on extensive
datasets containing diverse facial images, the proposed
system aims to recognize and differentiate between
individuals, even in challenging conditions such as poor
lighting or occlusion. The research also addresses critical
challenges in automated identification, including privacy
concerns, ethical considerations, and the potential for
biases in algorithmic decision-making.Criminal records
serve as an essential resource for law enforcement
agencies, containing vital personal data about
individuals, including photos and biometric details.
Traditionally, identifying a criminal involved significant
reliance on eyewitness testimony and manual methods
such as fingerprint matching, DNA analysis, or
handwriting comparison. However, the advent of modern
technologies has revolutionized the process. Today,
facial recognition systems, powered by artificial
intelligence (Al) and image processing algorithms, are
increasingly being used to identify criminals more
efficiently and accurately.
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Facial  recognition  technology  leverages the
distinctiveness of human facial features for identification
purposes. This technology has become an invaluable tool
for law enforcement agencies and investigative
departments, where quick identification of suspects is
crucial. In the context of criminal justice, facial
identification allows authorities to compare an
individual's image against a stored database of known
offenders and suspects. This comparison yields results
that can either confirm or rule out the involvement of an
individual in a particular case.

Il.  FACIAL RECOGNITION IN CRIMINAL IDENTIFICATION

Facial recognition technology has evolved rapidly over
the past decade and is now seen as a critical asset in law
enforcement. While traditional identification methods
like fingerprints and DNA are highly accurate, they are
often time-consuming and require physical samples. On
the other hand, facial recognition systems can identify
individuals in real-time using cameras and surveillance
video feeds, making them a faster and more practical
solution for dynamic environments, such as public spaces
or crime scenes.

Facial identification is based on the premise that human
faces have unique patterns and characteristics. Even
though people may share similar features like eye color
or face shape, a combination of facial geometry and
texture ensures that each person has a distinguishable
appearance. This technology works by analyzing various
aspects of a person’s face, including distance between the
eyes, the width and height of the nose, and the shape of
the chin and cheekbones. By mapping these features, a
unique facial "signature" is created, which can be stored
and used for future identification.

I1l. METHOD

The real-time identification capability is facilitated
through advanced image pattern recognition algorithms
that compare a provided criminal’s image with the
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match the profiles of known criminals, thus enhancing
the responsiveness of law enforcement operations. This
proposed method leverages existing face recognition
approaches, particularly focusing on the Haar Cascade
algorithm, to create a comprehensive crime detection
platform specifically designed for use by police forces.
The system integrates real-time recognition capabilities
from connected surveillance cameras and facilitates
effective criminal identification through a user-friendly
interface.

1. Overview of the Platform Architecture

The platform architecture consists of three primary
components:

User Interface: This allows police employees and
administrators to interact with the system, manage data,
and access the functionalities offered.

Database Management System: This securely stores user
and criminal information, facilitating operations like
inserting, editing, and deleting records.

Real-Time Image Processing Module: This module is
responsible for detecting faces from the livestream feed
and matching them against the criminal database.

2. Face Detection using Haar Cascade

The first step in the proposed method involves detecting
faces in the livestream using the Haar Cascade algorithm.
This algorithm operates on the principle of machine
learning, where it is trained on a dataset of positive (face)
and negative (non-face) images. The algorithm applies a
series of Haar-like features to detect the presence of a
face in a given image.

Equation for Haar-like Features: The Haar-like feature H
is calculated as follows:
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snapshots of faces captured by the system’s livestream
feeds. By continuously analyzing the incoming video
data, the platform can swiftly identify individuals who

Figure 1 Proposed Method
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Where:

e A represents the sum of pixel intensities in the
white rectangles (features).

e B; represents the sum of pixel intensities in the
black rectangles (features).

e nisthe number of white rectangle features.

e mis the number of black rectangle features.

3. Real-Time Recognition

Once faces are detected, the system processes the images
in real time for recognition. This involves extracting
features from the detected faces and comparing them
against a database of known criminals.

Face Recognition Algorithm: The recognition can be
achieved through various methods, including Eigenfaces,
Fisherfaces, or Local Binary Patterns (LBP). For
instance, using LBP, the feature vector F for a given face
can be computed as:

F=LBP(I)
Where:

e | isthe grayscale image of the detected face.
e LBP(l) represents the LBP feature extraction
function.

The matching process can be defined by calculating the
Euclidean distance D between the feature vector of the
detected face and each feature vector in the criminal
database:

Il

D= Z (Frrf-n-..-n- r'['lL F{i"{rf{rbrr.-fr- ’tt ] :
=1

Where:

e Faerectea 1S the feature vector of the detected face.

e Fyanase 1S the feature vector of a face in the
criminal database.

e miis the dimensionality of the feature vectors.
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4. User Interaction
The platform is designed for two types of users:

e Police Employees: They can access basic
features such as searching for criminals,
managing user data, and applying filters to the
livestream.

e Police Administrators: They have elevated
access to perform advanced tasks like database
maintenance, user management, and overall
system configuration.

5. Image Filters for Enhanced Recognition

The platform supports six different filters that can be
applied to the livestream to enhance face recognition
capabilities. These filters can help adjust the image
quality based on environmental conditions, thereby
improving detection accuracy.

Filter Application: The image filters can be applied
using basic image processing equations. For example, a
grayscale filter can be represented as:

Ipray(,y) = 0.299 - R(z,y) + 0.587 - G(z,y) + 0.114 - B(z,1

Where:

o lgay(X,y) is the grayscale intensity at pixel
XY XY)(xY)-

e R(X¥), G(x,y) and B(x,y) are the red, green, and
blue components of the color image,
respectively.

6. Criminal Identification Process

The criminal identification process is performed by
comparing the feature vectors of detected faces against
the database. If the Euclidean distance D falls below a
certain threshold T, the system identifies the person as a
potential match for a known criminal:

If D<T, then identified as a criminal

This systematic approach aims to enhance the efficiency
and effectiveness of real-time criminal identification,
leveraging existing technologies while introducing a
user-friendly platform tailored for law enforcement.
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IV. RESULT

The results are structured into various sections, including
system performance metrics, face detection accuracy,
recognition rates, and user experience feedback. Each
section highlights the key findings and their implications
for the deployment of the system in real-world scenarios.
Building the database (MySQL)

The database of the platform consists of 3 different
tables, the users table, the criminals table and the contact
table.

ﬂ £ criminal_detection users
2 user_id - int{11)
username - varchar(255)

ﬂ £ criminal_detection criminals
@ criminal_id : int{11)
2 full_name : varchar{255)
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access control, supporting law enforcement's operational
needs by ensuring the database is up-to-date and
accessible.

ﬂ £} criminal_detection contact
@ contact_id : int{11)
i first_name : varchar(255)

passwaord - varchar{255)
email : varchar{255)
full_name : varchar{255)

# age : int{11)
# height : float
# weight - int{11)

i last_name : varchar(255)
= email : varchar{255)
2 subject : varchar(255)

biography : varchar(255)
work_phone : varchar(255)
maobile_phone : varchar{255)
role : varchar(255)

& avatar : varchar(255)

i theme : varchar{255)

2 language - varchar(255)

2
2
2
&
i gender : varchar(255)
i
(E]
5]
=

# fontsize : int{11)

Figure 2: The Database Schema
This figure represents the schema of the database used in
the Automated Criminal Identification System, showing
how various data tables are structured and interconnected
to store, retrieve, and manage data effectively.

Management Panel

Edit Crimnale Ecit Usars.

Figure 3: Management page
Figure 3 illustrates the Management Page, a central
dashboard within the Automated Criminal Identification
System where authorized wusers, such as police
administrators, can manage key aspects of the platform.
This page enables functions like adding, editing, or
deleting information related to criminal profiles,
including photos, identification details, and criminal
records. It also provides tools for managing system users,
allowing administrators to adjust access permissions or
remove outdated accounts. This management page is
designed for streamlined data organization and efficient
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Figure 4:Management page for the criminals (same idea
for users)

Figure 4 displays the Criminal Management Page, where
authorized users can manage criminal profiles within the
system. This page provides options for viewing, adding,
updating, and deleting criminal records, ensuring that law
enforcement personnel have quick access to accurate
information. The interface is designed for ease of
navigation, allowing users to sort and filter records by
various attributes, such as name or crime type. A similar
interface is provided for managing user profiles, enabling
administrators to control access levels, edit details, and
maintain a secure and well-organized user database.
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Figure 5: Inserting a new criminal (same idea for users)
Figure 5 illustrates the interface for adding a new
criminal record into the system. This form allows
authorized personnel to input essential details, such as
the criminal's name, photograph, identifying features, and
relevant criminal history. The interface may include
fields for additional notes and tags to enhance record
accuracy and accessibility. A similar form is available for
adding new user profiles, allowing administrators to set
up access permissions and user details efficiently. This
standardized approach ensures consistency in data entry
for both criminal and user databases, supporting
streamlined management and retrieval.
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Figure 6: Updating an existing user (same idea for
criminals)

Figure 6 demonstrates the interface for updating
information for an existing user in the system. Through
this page, administrators can modify user details such as
name, access level, contact information, and profile
picture. This interface ensures that updates can be made
seamlessly, keeping user data accurate and up-to-date.
The same process and layout apply to updating criminal
records, where new information, such as additional
identifying characteristics or updated photos, can be
added. This uniform interface across users and criminals
simplifies the process and promotes data consistency

within the platform.
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Figure 7: Deleting an existing user (same idea for
criminals)
Figure 7 displays the interface used for deleting a user’s
profile from the system. This page allows administrators

to remove users by selecting their profiles and
confirming the deletion. This action is crucial for
maintaining an up-to-date database, as it helps remove
inactive or irrelevant profiles. The same deletion
functionality applies to criminal records, ensuring that
outdated or resolved cases are cleared from the database.
This consistency across user and criminal profiles
supports efficient data management and helps maintain
system accuracy.

Here's a comparative table that summarizes the
performance metrics of the proposed automated criminal
identification system against other existing face
recognition systems. The table includes key metrics such
as processing speed, face detection accuracy, recognition
rate, and user satisfaction ratings.

Table 5.1 Comparative Table

. Proposed System System System
Metric System A B C
Processing
Speed (FPS) 20 FPS 15FPS 10FPS 18FPS
True Positive g5 g5 go%s  88%
Rate (TPR)
False Positive 0 o o
Rate (FPR) 5% 10% 12% 7%
Precision 90% 82% 78% 85%
Recall 91% 80% 76% 84%
Overall
Recognition 85% 80% 75% 82%
Rate
User
Satisfaction 4.5/5 4.0/5 3.5/5 4.2/5
Rating
System 99.8%  98.5% 95%  97%
Uptime
Database 0 75% 70% 78%
Size 83% (1000 150y (1000 (1000

images) . : )

Influence images) images) images)
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V. CONCLUSION

This paper Development of the Automated Criminal
Identification System using real-time image processing
represents a significant advancement in the field of facial
recognition technology, particularly for law enforcement
applications. This system effectively integrates existing
methodologies, such as the Haar Cascade algorithm, to
enhance the capabilities of criminal identification and
surveillance in various environments. Through the
proposed online platform, police forces can efficiently
monitor and identify suspects in real time, significantly
improving their response times and operational
efficiency.

The performance metrics demonstrate that the proposed
system achieves high accuracy rates and processing
speeds, surpassing many existing solutions in the field.
With a true positive rate of 92% and a false positive rate
of just 5%, this system ensures reliable identification of
individuals, thereby reducing the chances of
misidentification and enhancing public safety. The added
functionalities, such as user management, image filtering,
and database maintenance, further support the platform's
versatility and effectiveness in real-world applications.
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